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These days, it seems like everything is just one click away on our
mobile phones.

Mobile devices can be very useful. They help us keep track of our 
busy schedules, follow news and social media, and pay our bills. 
They also keep us connected to family and friends, something 
many of us do via text. 
Texting offers us a quick and easy way to send a message, or 
respond to one. Scammers have taken note, and many are betting 
that we may be more likely to respond to a text than answer a call 
from a number we don't recognize. 
One evening, I received a text claiming that my streaming video 
service account was inactive, and that I needed to click a link in 
the text to reactivate it. I knew immediately that this was a scam, 
as I was watching that streaming video service when I received 
the text. 
Other texting scams may be harder to recognize, such as a pack-
age tracking scam. Some scam texts may direct you to call back 
a number "for more information" or "to resolve a problem." Scam-
mers often already have some information about their targets and 
may disguise their text as being from your bank or other service 
providers. The goal is always to get more personal or financial in-
formation from the recipient in order to steal from them. 
Text scams can take a variety of forms and are sometimes re-
ferred to as "smishing" – a mashup of SMS ("short message ser-
vice") and phishing. (Editor's note - phishing is defined by Wikipe-
dia as " the fraudulent attempt to obtain sensitive information or 
data, such as usernames, passwords and credit card details, by 
disguising oneself as a trustworthy entity in an electronic commu-
nication.")                                   SEE MOBILE PHONE SCAMS, PG 2
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Clicking on a link in a scam text can 
have unfortunate consequences.The 
link you click could lead to a fake web-
site asking you to log in to your account. 
If you do, the scammer will have your 
log in credentials, and will try to access 
multiple accounts you may have using 
those credentials. Clicking on a link in 
a text could also infect your phone with 
malware, especially if your cell phone 
OS security is not up-to-date.
Here are a few tips that can help you 
avoid texting scams:
Keep your guard up
-- Do not respond to texts from un-
known numbers, or any others that 
appear suspicious.
-- Never share sensitive personal or 
financial information by text.
-- Think twice before clicking any links 
in a text message. If a friend sends you 

a text with a suspicious link that seems 
out of character, call them to make sure 
they weren't hacked.
-- If a business sends you a text that you 
weren't expecting, call them to verify its 
authenticity using the number on your 
bill or statement, or look up their num-
ber online.
-- Remember that government agencies 
almost never initiate contact by phone 
or text.
If you think you're the victim of a tex-
ting scam, report it immediately to your 
local law enforcement agency and no-
tify your wireless service provider and 
financial institutions where you have 
accounts.
For more information on how to avoid un-
wanted robocalls and texts, go to https://
www.fcc.gov/consumers/guides/stop-un-
wanted-robocalls-and-texts

From our family to yours, have a very....

MOBILE PHONE SCAMS from pg 1



3www.GetBlueliGhtninG.com

Community Corner - Blue Lightning Food Drive

From our family to yours, have a very....

There is still time to donate to Blue Light-
ning's fourth annual community food drive 

that will benefit Wiggins Community Church's  
Helping Hands Food Bank. Non-perishable food 
items like canned or boxed soups, vegetables, 
fruit, meats, mac & cheese, etc. are being col-
lected from now through November. Donations 
can be dropped off at the Blue Lightning office.

If you have any questions about how you can help, 
please contact customer service at 970-483-7343. 

THERE’S 
STILL TIME!

Supporting the Helping Hands Food Bank 

Through November

Customers that bring any 
canned or boxed food items 
to the Blue Lightning office       

will receive $1 off their bill for 
each item donated.

*Up to $25 per month
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Office Hours:
8 a.m. to 5 p.m.
Monday - Friday

Contact us:
Ph:  970-483-7343
Fax: 970-483-7713

Blue Lightning Support:
Available 24/7

970-483-TECH (8324) or “777#” from your
home phone

Email Us:
customersupport@wigginstel.com

Like Us on Facebook:
www.facebook.com/wtabluelightning

Postal Customer
Wiggins, CO 80654

Blue Lightning is an equal opportunity provider & employer.




